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NEPINAHWH

H Undlakn dtadnuion eivat pia enxeipnon moAAwv Sloekatoppupiwv doAapiwv mou
€xeLtnv duvaun va tpododotel oAOkANpPo To dwpeav dtadiktuo. Ta TeAevtaia xpovia,
TIPOXWPA TIPOOSEUTIKA TPOC £va TIPOYPOULOTIOTIKO HOVIEAO OTO Omnolo ot
Slapnuioslc taplalouv PE TA TIPOYHOTIKA evOLOPEPOVTO TWV ATOMWV T Omola
oUuM\Eyovtal kKabBwe autol meptnyouvtal otov Stadiktuo. O StadnULoTAG TTANPWVEL
£€va XPNUATIKO KOOTOG YLla VO ayopaoel SLadpnuloTikd Xwpo oto Pndlako HECO eVOG



ekbOTN (m.x. LoTtoTOMO) Mapéxoviag €tol tnv Yndloky tTou Sladruion HéEoa oTo
TLEPLEXOUEVO TOU OTtoU KATAANYEL OTNV 080V TOU EMLOKETTH.

Ye avtiBeon pe T moapadoolakég Sadpnuioel oe péoa OMwG oL ebnUEPLOEC, N
tnAeodpaon n 1o padlédwvo, otov Pndlakd KOOUO, oL TEALKOL XpHOTEG TTANPWVOUV
€MioNng €va KOGoTOoC yla va AddBouv pa dtadruion. Evw to kdotog and tnv mAeupd Tou
Stapnulopevou eival ocadws VOULOUATIKO, 0ToV TEALKO XPNoTh, TEPAABAVEL TOGO
TIOOOTIKA, dpeca mpoodlopiowa kootn (6nwe HTTP requests kol petadepOpeva
bytes), 600 KoL TTOLOTIKA OTIWG N ATIWAEL WBLWTIKOTNTOG HECA OTO OLKOCUOTNHA TWV
Pnolakwyv Stadnuicewv. mpayuat,, kabwg ot Stadnuioelg yivovratr 6Ao kot o
€€ATOULKEVUEVEC WOTE va talplalouv pe Ta evdladépovia Twv XpNoTwv Kol va
yivovtat 600 1O Ouvatdév TIO OTOTEAECUOTIKEG, XPELAlOVTOL TIEPLOCOTEPEC
TIPOOWTILKEG TTANPOPOPLEC Yla TOUG ETLOKENMTEG. Me TOV TPOMMO QUTO, OL ETALPELEC
nmapakoAoubnong avamtuooouv  €€EALYUEVOUG  UNXOVIOUOUG TapakoAouBnaong
XPNOTWV TIOU avakToUv oroladnmote mAnpodopia mou pnopel va amokaAUeL ta
OUUGEPOVTA KaL TLG TIPOTLUNOELG TOU XPROTN.

Autéc oL TAnpodopieg pmopel va TEPAOUPAVOUV TPEXOUOEG KOl LOTOPLKEG
YEWYPOADLKEG BECELG, EYKATEOTNUEVEG EPAPUOYES, LOTOPLKO TLEPLYNONG, K.0.K. OAeg
OUTEG oL TAnpodopiec xpnolomolovvtal yla tnv dnuioupyia mAovowwv Tpodi
XPNOTWV TIOU HMOPOUV va HolpactoUVv n va TouAnBouv oe omolovénmote
evbladepopevo (m.x. dtapnuiotég, peoiteg dedopévwy, mAatdpoppec Staxeiplong
Sebopévwy K.A.TL) TTEPA Ao ToV EAEYXO0 TWV LWV TwV XPNOTWV.

MNna tnv dte€aywyn TETolwv ayopwv Sedouévwy Kol TPV amod TNV mpaypatonoinon
ouyxwveuong omolacdnnote Bdaong dedouevwy, SLadOPETIKEG OVTOTNTEG EKTEAOUV
CUYXPOVLOUOUG TwV SLadOopETIKWY avVayVWPLOTIKWY XPHOTN TTIOU £X0UV OpLOEL YL TOUG
dloug xpnoteg. Me autdv Tov TPOTIO MPELWVOUV Tov aplBud twv SladopeTikwv
OVAYVWPLOTIKWYV HE Ta omola yvwpilouv Evav xprRotn, avfavovtag EToL TNV LKavotnTa
TOUG VO TAUTOMOLo0UV £avA TOUG XPNoTeG OTav autol Staypadouv ola ta dedopéva
Tou browser toug (m.x. Ta cookies) n akopa kot Otav MEPLNYoUvTaL 0TO SIKTUO HEoWw
VPN yla va dLatnpricouv TNV avwvu pLio Toug.

EkTOC amo tnv ocuvexn avantuén tng Pndrakng dtadnuiong kat tnv enidpacn ¢ otnv
KaOnuepwotnta pog, eAdylota yvwpiloupe ya tv pon mAnpodoplwyv PETOED TwV
OUUMETEXOUOWY ETALPELWV KoL TIC OSlacuvdéoelg petaly Ttoug. Me auti Ttnv
SuTAwpaTIKA epyacio eMISLWKOU UE VO EVIOXUOOUUE TNV dladAavela o aUTO TO PEYAAO
olkooUoTnUo Kol vo SlepeuviooUpde TNV opdibpoun enidpacn petafd NG
WOWTIKOTNTOG TWV XPNOoTwv Kol tng Yndlakne Oladnuonc. ZUuyKeKPLUEVQ,
SLEPEVVAE TOV QVTIKTUTIO TNG EEATOUKEVEVNG SLAPALONG OTNV WOLWTIKOTNTA KOl
NV  aQVwvupioe Ttwv  Xpnotwv, Oebopévwv  Twv TEPUMAOKWY  £dappoywv
TIAPOKOAOUONONC XPNOTWV  KOL TEXVIKWV OUAAOYNC TPOOWTIKWY OSedopévwy.
METPALE TEPAUATIKA TIC SLoppOEG TTANPOdOPLWY XPNOTWV Tou epdavilovial Katd
TNV TEPLYNON LOTOTOMWV KoL Xprion ebapuoywy o€ Kivntd. Me Baon tnv yvwaon mou
omoKTAONKe amo ta TMepApata, oXeSLAOUE AVTIHETPA YlA VO UETPLOCOUUE TNV
amwAELA TNG IOLWTIKAC LwNC.



ErunpdoBeta, peletape mwg autd ta SeSopéva Mou CUAAEyovTal Omd XPHOTEG
ennpealouv TNV SUVAULIK TIHOAOYNONG TWV TPOYPAUUATIOTIKWY ONUOTPACLWY
SladrpLong kat mooa MANPWVOULV oL SLadnULOTEG yLa VoL TIPOCEYYLoOUV €vayv XpHoTH.
3TN OUVEXELQ, CUYKPIVOUE TO KOOTOC Tou eMIBAAAETAL amd TV Pndlakn Stadniuwon
TOO00 OTOUG XPNOTEG 000 Kol 0TouG Stadnulopevoug yia tnv idla Stadnuion. Auta ta
KOOTN UImopouV eite va tpoodloplotouy dpeoa (m.x. Bepuokpacia cuotrnuatog, bytes,
EVEPYELA) €lTe va elval MOLOTIKA, OTWG N WOLWTIKOTNTA. TEAOG, OE pLa TpooTabeLa va
SlepeuvnBoUV eVOANOKTLKEG AUCELG yLa TNV SLOTHPNON TwV SLASIKTUAKWY E008WV TWV
TIAPOYWYWV TIEPLEXOUEVOU, OL OTIOLEC SEV ATIALTOUV XProN MPOCWTIKWVY Sedopévwy,
Sie€ayoupe pa Aemtopepny avaiucon tng avadudpevng Ttexvoloyiag tou web
cryptomining avadopikd pe tnv kepdodopia TG yLa TOUG Mapaywyou g EPLEXOUEVOU
KQlL TOU KOOTOUG TNG OToV XpNoTn.

EruPBAENWV: KaBnyntnig, Eudyyeloc Mapkatog

ABSTRACT

Digital advertising is a multi-billion dollar business that has the power to fuel the entire
free Internet. The recent years, it progressively moves towards a programmatic model
in which ads are matched to actual interests of individuals collected as they browse
the web. The advertiser pays a monetary cost to buy ad-space in a publisher’s medium
(e.g., website) thus delivering their digital advertisement along with the publisher’s
interesting content in the visitor’s display.

Unlike traditional advertisements in mediums such as newspapers, TV or radio, in the
digital world, the end-users are also paying a cost for the advertisement delivery.
Whilst the cost on the advertiser’s side is clearly monetary, on the end-user, it includes
both quantifiable costs, such as network requests and transferred bytes, and
qualitative costs such as privacy loss to the ad ecosystem. Indeed, as advertisements
become more and more personalized to match the users interests and become as
effective as possible, more personal information about the visiting users is needed.
Motivated by that, tracking companies deploy sophisticated user- tracking
mechanisms retrieving any piece of information can reveal the user’s interests and
preferences.

Such information may include current and historical geolocations, installed apps,
browsing histories, and so forth. All this information is used to form rich user profiles
and large audience segments that can be shared with or sold to anyone interested
(e.g., advertisers, data brokers, data management platforms, etc.) beyond the control
of the users. To conduct such data markets and before performing any background
user database merges, different entities perform synchronisations of the different
userIDs they have set for the same users. This way they reduce the number of the
different “aliases” with which they know a user, increasing this way their capability of
re-identifying users when they erase their browser state (i.e., cookies) or even when
they browse through VPN to preserve their privacy.



Besides the continuous growth of digital advertising and its impact on our everyday
lives, little we know about the flow of information within the participating companies
and the interconnections between them. Motivated by that, in this dissertation, we
aim to enhance the transparency in this large ecosystem and investigate the
bidirectional effect between user privacy and programmatic ad-buying. In particular,
we explore the impact of personalized advertising on the users privacy and anonymity
given the elaborate deployed user tracking and personal data collecting techniques.
We experimentally measure the user information leaks appeared while using websites
and mobile apps. Based on the insight gained from these experiments, we design
countermeasures to mitigate the privacy loss.

Towards the opposite direction, we study how these collected user data affect the
pricing dynamics of programmatic ad-auctions and how much advertisers pay to reach
a user. Then, we compare the costs imposed by digital advertising to both users and
advertiser for the very same delivered ad traffic. These costs include network
overhead, temperature, energy consumption, loss of privacy. Finally, in an attempt to
investigate pricacy-preserving alternatives for web monetization that can be
completely detached from any personal data requirement, we perform a detailed
analysis of the profitability and the user-side overheads of the emerging technology
of web mining.
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